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Abstract—To solve the spam problem, many statistical learning
methods and AIS methods have been proposed and applied. In
essence, statistical learning methods and AIS methods have quite
different origins, and they try to find the solutions from distinct
aspects. In recent works, we proposed several hybrid methods,
which combined immune theory with statistical methods in spam
filtering. In this paper, we briefly review and analyze these
works and possible extensions, and demonstrate the rationality of
building hybrid immune models for spam filtering. In addition,
a generic framework of an immune based model is presented,
and online implementation strategies are given. It is well demon-
strated that how to apply the immune based model to building
an intelligent email server.

I. INTRODUCTION

Artificial Immune System (AIS) is an inter-discipline re-
search area [1] that aims to build computational intelligence
models [2], [3] by taking inspiration from Biological Im-
mune System (BIS). BIS is an adaptive natural system [4],
which possesses several interesting properties [5], [6] such
as distributed detection, noise tolerance, and reinforcement
learning. It can detect and react to invading pathogens based on
signals and interaction among immune cells. Taking immune
processes as good metaphors, many AIS models [4] have
been proposed to solve engineering problems. Some prevalent
ones are negative selection, clonal selection, immune network
model, and danger theory algorithm. These models have been
applied to a number of real-world problems [7]-[9] such
as pattern recognition, data mining, spam filtering [10], and
computer security [11].

Spam filtering is an important and typical pattern recog-
nition problem, as spam cause many problems to our daily-
communication life [12], [13]. In solving the problem, both
classical statistical methods and AIS methods have been
presented, and most of them focus on studying feature ex-
traction methods and design of classifiers. The main function
of feature extraction is to extract discriminative information
from messages, and transform messages into feature vectors.
The statistical feature extraction methods try to collect and
analyze numerical characteristics of messages, such as term
frequencies, and relation between terms and email categories.
Some prevalent ones are Bag-of-Words (BoW) [14], Sparse
Binary Polynomial Hashing (SBPH), and Orthogonal Sparse
Bigrams (OSB) [15]. Different from the statistical ones, the
AIS methods [16] construct feature vectors by mimicking the
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process of antibody creation in BIS. In design of classifiers,
classical pattern recognition methods, e.g. Naive Bayes(NB)
[17], [18], Support Vector Machine (SVM) [19], k-Nearest
Neighbor (k-NN) [20], [21], and Artificial Neural Network
(ANN) [22], [23] were proposed on the basis of statistical
theory. On the contrast, AIS models were inspired by natural
functions and mechanisms of BIS [16], [24].

These statistical methods and AIS ones are quite different
in terms of both origins and principles, which endow them
with quite distinct properties. Combining the strength of sta-
tistical approaches with the AIS ones may help achieve better
performance. In this paper, we introduce and discuss several
recent works of our laboratory [10], [25]-[30], which applied
mixed principles to feature attraction, classifier combination,
and classifier updating, so as to demonstrate the rationality
of combining statistical and AIS methods for spam filtering.
In addition, we present a generic framework of an immune
based model for spam filtering, and online implementation
strategies are given to demonstrate how to build an immune
based intelligent email server.

The remainder of the paper is organized as follows. A
generic framework of the immune based model is proposed in
Section II. In the model, concentration based feature vectors
are extracted from messages, immune signals are utilized for
combining classifiers, and dynamic immune mechanisms are
utilized for updating classifiers. In section III, we present
possible extensions of the immune model. The conclusion and
some future directions are given in Section IV.

II. IMMUNE BASED MODEL FOR SPAM FILTERING
A. The Framework of the Immune Based Model

There exist many explanations about the mechanisms of
BIS. An explanation may be superior for analyzing some
specific immune phenomena, but less persuasive for some
other aspects. For AIS practitioners, it is not quite necessary to
find which theory is better in explaining immune mechanisms.
What matters most is the heuristic principles behind these ex-
planations. By taking inspiration from two prevalent immune
theory, we proposed several immune based spam filtering
methods [10], [25]-[30], in which statistical information is
also well considered.

According to Self-Non-Self (SNS) theory [31], two typical
immune processes, namely the primary response and the
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secondary response, play important roles in the BIS. The
primary response occurs when a type of pathogen appears
in the body for the first time. As the BIS is not familiar
with the pathogen, the antibodies with affinity to the pathogen
are produced slowly. However, when the same pathogen is
encountered next time, the secondary response is aroused, and
the concentration of relevant antibodies increases rapidly. It
is worth of noticing that the concentration of antibodies is
a key point in recognizing the corresponding pathogen. A
high concentration of antibodies reflects that the BIS detects
the pathogen with high confidence. From another perspec-
tive, concentrations of antibodies characterize the detection
of pathogens in BIS. Based on this observation, we proposed
immune concentration based feature extraction methods for
spam filtering, namely global concentration based methods
[26], [27] and local concentration based methods [29], [30].

Danger Theory (DT), proposed by Matzinger [32], is a
novel biological paradigm for explaining mechanisms of BIS.
According to DT, the cells of the body interact with each
other through match signals, danger signals, and danger zones.
In BIS, antibodies bind to (match) antigens when the affinity
between them is higher than a certain threshold. However, the
antigens would not be culled from the body until the antibodies
receive a danger signal from distressed cells. Danger signals
indicate that the distressed cells are infected to death, and
the cells release the signals to antibodies nearby (within the
danger zone) just to activate immune response. Thus, the
danger signals can be regarded as a confirmation of the match
signals between antibodies and antigens. The interaction using
the signals ensures the robustness of BIS. We find that the
signals is quite helpful in combining classifiers, and design an
DT based Ensemble (DTE) method [10] in the classification
phase of spam filtering.

Besides detecting antigens, dynamics of immune cells is
also one of the most important properties possessed by BIS.
Antibodies can evolve to recognize emerging antigens, and
the recognition memory will be preserved to detect antigens
more effectively next time. In addition, there are some ways in
measuring the importance of antibodies, such as lifespan and
weights. The dynamic change of lifespan and weights ensures
that the existing antibodies give the best protection to the body.
Mimicking the mechanism, we presented dynamic strategies
for classifier updating in [25], [28].

Based on these previous works, we present a generic frame-
work of an immune based spam filtering model, as depicted
in Fig. 1. According to the model, concentration based feature
vectors are extracted from messages by computing match
concentration of detections. Classifiers are then built on the
concentration vectors of training corpus. Finally, incoming
messages can be classified by using the DTE method. In
addition, classifiers are updated at all times based on the drift
of messages and classification performance. In the following
subsections, we briefly introduce and discuss the principles
of these methods, and analyze the rationality of combining
statistical principles with AIS ones.

Messages in the
training corpus

An incoming message

I
Concentration I
calculation |

I

1}

Classification using
the DTE method

I
Concentration I
calculation |

I
I

Essential steps

Essential steps

1|8

The class of the
message

Classifier models

(a) Training phase of the
model

(b) Classification phase of the
model

Fig. 1. Training and classification phases of the immune based model

B. Concentration Based Feature Extraction Method

The essence of the feature extraction method lies in the
construction of concentration feature vectors. In [26], [27], we
presented Global Concentration (GC) based feature extraction
methods for spam filtering. In [29], [30], Local Concentration
(LC) based feature extraction methods were proposed. In these
methods, statistical term selection methods [33] are utilized
to remove uninformative terms. Then a tendency function are
well designed to generate two detector sets [29], [30]. The
tendency of a term ¢; is defined in Eq. 1. T'(¢;) measures the
difference between the term’s occurrence frequency in two
types of messages. Terms are added to corresponding detec-
tor sets according to their tendency. Detector concentration,
which corresponds to antibody concentration in BIS, are then
extracted from messages by using the detector sets. In addition,
a sliding window is utilized to slide over a message to extract
position-correlated information from messages. By using a
sliding window, a message is divided into local parts. At each
movement of the window, a spam detector concentration 5;
and a legitimate detector concentration L; are calculated with
respect to the two detector sets and the terms in the window
according to Egs. 2 and 3.

T(t;) = P(tile)) — P(tiles), )

where P(t;|c;) denotes the probability of ¢;’s occurrence,
given messages are legitimate emails, and P(t;|cs) denotes
the probability of ¢;’s occurrence estimated in spam.
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where N; is the number of distinct terms in the window,
D, denotes the spam detector set, D; denotes the legitimate
email detector set, and M () denotes the match function, which
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measures the number of terms in the window matched by
detectors.

Each sliding window defines a specific local area in a
message. To explore the effects of a sliding window, we design
two strategies—using a sliding window with fixed-length (FL)
and using a sliding window with variable-length (VL). When
a fixed-length sliding window is utilized, messages may have
different number of local areas (corresponding to different
number of feature dimensionality), as messages vary in length.
To handle this problem, we may either expand a short message
by reproduce the existing features, or reduce the dimension-
ality of long messages by discarding uninformative features.
In VL strategy, the length of a sliding window is designed
to be proportional to the length of a message, and there is no
need for specific process of feature dimensionality. Preliminary
experiments showed that both the two strategies are effective
in extracting discriminative features. In the circumstance that
the size of a window is set to infinite, a message is taken as
a whole for getting concentration features, GC feature vectors
are extracted. When the window size is smaller than the
message length, the window divide a message into individual
local parts, and LC features are extracted from each window.

Experiments were conducted on real-word corpora Ling,
PU1, PU2, PU3, PUA, and Enron-Spam1 using cross val-
idation to investigate the performance of the concentration
based method. Meanwhile, four benchmark criteria, namely
spam precision, spam recall, accuracy, and F} measure were
adopted in analyzing the results. Among them, accuracy and
F} were more important as they indicated the overall perfor-
mance of approaches. From these experimental results, it can
be seen that the combination of statistical information and
immune characteristics helps achieve the best discriminative
performance. The success lies in the following aspects: 1)
By using term selection methods, noise and uninformative
terms can be removed, which reduce computational complexity
and enhance effectiveness of detectors. 2) The concentration
principle helps obtain feature vectors with lower dimension-
ality. 3) The sliding window strategies provide effective ways
of defining local area in messages, and extracting position-
correlated information.

C. Danger Theory Inspired Ensemble Method

Mimicking the DT theory, we defined artificial signals and
danger zones, and classifiers were combined using them [10].
First, two types of artificial signals, namely, signal I (match
signals) and danger signals, were respectively generated using
two independent classifiers. Depending on the classification
results, negative or positive signals would be generated. After
the production of the signals, the two classifiers were inter-
acted through the transmission of the signals. Mimicking the
DT mechanism, the transmission of the signals was designed
to be different. An activated signal I would be sent only to the
specific sample, upon which the signal was arisen. However,

IThe PU corpora and Enron-Spam are available from the web site:
http://www.aueb.gr/users/ion/publications.html.

A test sample

Positiv

-Negativ

No No
Yes (Received) l l Yes (Received)
A 4 A 4
Label positive S atey SRR Label negative
process process
Fig. 2. The framework of the DTE method

an activated danger signal would be sent to all the test
samples within the danger zone, besides the specific sample.
Finally, the result was acquired based on the interaction among
classifiers.

The framework of the DT based Ensemble (DTE) method
is depicted in Fig. 2. A test sample gets labeled by the
first two classifiers if the two signals agree with each other.
Otherwise, a third classifier (self-trigger process) is utilized to
solve the conflict and get the test sample classified. According
to the method, three classifiers are combined in a cascade way.
Similar to other cascade method, the order of classifiers can
be determined according to classifier performance on training
corpus. The characteristics of the DTE method lie in the
interaction among classifiers by using the danger zone and
the signals.

The interaction between the first two classifiers is expressed
as Eq. 4.

E(zi) = Y 8(er(wi), o)) K (d(wi, xy)),  (4)

szD

where x; and x; are test samples, D denotes the test set, c; (z)
and c(z) are the two classifiers, d(z;,z;) =|| z; —x; | is
the distance between two samples, K (z) is defined in Eq. 5,
and 6(y1,y2) = 1, if y1 = y2, and O otherwise.

K (z) defines the effect of the danger zone as follows.

1
K(z){o

where 0 is the size of the danger zone.
After obtaining the weighted result E(x;), the sample x;
can get its class label using Eq. 6.

N c1(z;)
L) = { f(i)

where f(z) denotes the class label given by the third classifier.

The performance of the DTE was investigated on four
real-world corpora, namely PU1, PU2, PU3, and PUA using
10-fold cross validation. In the experiments, SVM, NB, and
Nearest Neighbor (NN) were utilized as three grounding
classifiers. SVM was utilized to generate match signal, NB was
utilized to generate danger signal, and NN was utilized in the

if 2<0

. )
otherwise

(&)

if E(zi)>1

. b
otherwise

(6)
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Fig. 4. Updating SVMs with time according to their lifespan

self-trigger process. The experimental results of [10] show that
the danger zone provides a well defined interaction between
the two types of signals, and classifier are combined through
the interaction. By using the DTE method, the performance of
classifiers can be effectively improved.

D. Immune Based Dynamic Updating Strategies

Mimicking dynamic mechanisms of BIS, we proposed sev-
eral classifier updating strategies in [25], [28]. The updating
process of SVMs is depicted in Fig. 3 and Fig. 4. Support
vectors (SVs) of a SVM are used as detectors (antibodies) and
SVs are updated according to their performance by mimicking
the dynamic mechanisms of BIS. In measuring the importance
of SVs, we assign weights to SVs, and build up two sets, a
Detector Set and a Memory Set. According to [25], [28], the
weight is increased when a SV correctly classify a sample
(according to hamming distance), and vice versa. When the
weight of a SV is above a pre-defined threshold, the SV will
be add to the memory set and the weight will be increased
significantly. On the contrary, when the weight of a SV is
decreased to zero, the SV will be culled from the detector set.
In addition to SVs, the whole SVM is also updated with time.
The updating of a SVM is in a greater magnitude as most
of the SVs will be changed in this process. In the process,
a sliding window strategy is adopted, and the window size
controls the lifespan of SVMs. When the updating moment is
arrived, the oldest SVM is discarded and a new SVM will be
built using the new arrival messages. The final classification
decision will be made by the majority voting of the SVMs in
effect.

E. Online Spam Filtering Implementation

In real-world application, we use Postfix as email server,
and apply the immune based model as a plug-in unit for

it
i Postfix
|
I
|
I

e (o) (o=
\

Milter-plugin

mechanisms of BIS

(a) Implementation by using milter interface

]
Postfix i

B o) o)

Maildrop

Updating classifiers
using dynamic
mechanisms of BIS

(b) Implementation by using maildrop interface

Fig. 5. Implementation of hybrid intelligent methods on Postfix server

spam filtering. Two strategies can be adopted, either by using
the milter interface or the maildrop interface. Figs. 5(a) and
5(b) respectively depict the two strategies. The immune based
model is implemented as an intelligent filter in the processing
emails. Besides, immune based dynamic updating strategies
are adopted in order to build an adaptive system.

III. DiscussSION

The immune based model is built by borrowing some ideas
from mechanisms of BIS. The effect of the model is not limited
by the implementation details. Thus, it is natural and easy to
extend the model using different implementation strategies.

The essence of both LC and GC methods lies in the
mechanism of concentration. It is concentration that endows
the model with noise tolerance and robust properties. Besides
characteristic terms, other attributes can also be taken as ele-
ments for calculating concentration. For instance, binary string
or regular expression can characterize a message well. Thus,
it is rational to use the concentration of them as messages’
features. In classification phase, other classifiers, e.g. NB,
ANN, can be applied instead of SVM. The possible extensions
may help us learn the mechanisms of the concentration method
better.

In the classification phase, match signals, danger signals and
danger zones play important roles. A match signal indicates a
primary recognition of the message type, and a danger signal
is a confirmation to the match signal. A danger zone defines
a way of utilizing neighborhood information. In extending the
model, more danger signals can be brought in to define a
cascade way of combining multiple classifiers. In the model,
each classifier is confirmed by a subsequent classifier. As more
classifiers are added in, the performance of the model may be
further improved.

The updating mechanisms in II-D can be adopted to other
classifiers, such as NB and ANN. Taking ANN for another
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example, we can gradually update the weights of neurons
and update the structure of the ANN when the current one
becomes overdue. Preliminary results show that the dynamic
mechanisms are effective in catching the change of messages.

IV. CONCLUSION

In this paper, we briefly introduce our recent advances
in immune based spam filtering methods, and put emphasis
on combining immune theory with statistical methods. It is
shown that combining immune ideas with classical statistical
methods can effectively improve the performance of a spam
filter. In addition, we present a framework of an immune based
spam filtering model, which demonstrate how to utilize these
methods in real-world applications. In the model, immune
mechanisms are brought in different phases of spam filtering
model. First, concentration concept is utilized for extracting
feature vectors from messages, and it is demonstrated that the
concentration method is more robust and accurate than the
prevalent BoW method. Mechanisms of DT are then shown
to be effective in combining classifiers. Besides, dynamic
mechanisms of BIS are adopted to updating classifiers of the
spam filter. Finally, implementation strategies of an immune
based intelligent email server are also given. In future works,
we seek to extend the model and apply the model to other
pattern recognition problems. The research of immune based
approaches is still young and very promising. Both the efforts
in immune theory and statistical methods will facilitate its
development.
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